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Big data hype?
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Emergency management
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Emergency management

FIRST RESPONDERS AND
DECISION MAKERS

CITIZENS

Improving Resilience to Emergencies
Through Advanced Cyber Technologies
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User engagement




Who generates big data?

. User Generated Content (Web & Mobile
E.g., Facebook, Instagram, Yelp, TripAdvisor, Twitter, YouTube




Who generates big data?
' Log files

Web server log files, machine syslog files

JInternet Of Things

Sensor networks, RFID, smart meters




What is big data?

CONSULTANTS SAY IT COMES FROM ACCORDING TO THE
THREE QUINTILLION : EVERYWHERE IT i BOOK OF WIKIPEDIA,
BYTES OF DATA ARE KNOAJS ALL 8 ITS NAME IS "BIG
CREATED EVERY DAY * ‘\f DATA™
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JIMany different definitions

“Data whose scale, diversity and complexity require
new architectures, techniques, algorithms and
analytics to manage it and extract value and hidden
knowledge from it”
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terabytes petabytes exabytes zettabytes

the amount of data stored by the average company today

The Vs of big data: ‘olume

Data volume increases exponentially over time

44x increase from 2009 to 2020 1, pigital universe 2009-2020
Digital data 35 ZB in 2020

Growing

o

Global Businesses Wal-Mart

1.828in20M 2.5 P8 stored w0 Factor Of 44
082y =

2020: 35.2 Zettabﬁes
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A TIDAL WAVE OF DATA




On the Internet...

100,000 571 websites
c @ created

684,478 47,000
shared items downloaded online

@ ONE @

SECOND
ON THE

@ INTERNET
Jnstogrom

2 Mill 3,600
searches photos shared
You
Tube
48 h $ 272,000
video uploaded spent online
Source: Telefénica analysis ba: ocial and Digital Media Revolution Statistics 2013 from

MistMediaGroup (htt://youtube.com/watch?v=SIb5x5fixké)

s http://www.internetlivestats.com/
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http://www.internetlivestats.com/

Weather forecast
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The Vs of big data: ' ‘elocity

Fast data generation rate
Streaming data

Very fast data processing to ensure timeliness

very high
The New York Stock Exchange 7z TS E1s W el i ¥

@ ' oto
ptures ) \
‘@ @) @))} that monitor items such as ve 0 c I I e S
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Velocity

ANALYSIS OF
STREAMING DATA

By 2016, it is projected
there will be

almost 2.5 connections
per person on earth
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(Near) Real tlme processmg

Crowdsourcing

Wireless Sensor Networks
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The Vs of big data: ariety

Various formats, types and structures
Numerical data, image data, audio, video, text, time series
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The Vs of big data: ' ‘eracity

IData quality

Reliability

Sumclle&?élseneLS ihility A C C u racy
Time I INESS Currency oms =

Comp\eteness = Relevance

Undcrshn(hlnhty Usefulness Interpretability

Consistency oJsableness ™y ortance

Freedom from hn




The most important V: ' alue

. Translate data into

pusiness advantage

Example: US ec s refative
High Utilities Computers and other electronic products
Natural resources . S ers
nformaton

1 Manutacturing ’

© Finance and

b insurance

o

= .

‘é Professional senvices ransportation and warehousing
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hi ¢ Accommodation and food

o <

& Construction
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- Administrative
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© sevices
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o Other services

vernment
‘ Arts and
Low entertanment High
Big data: value potential index

' For detailed explication of metrics, see appendix in McKinsey Global Institute full report Big data: The next frontier for
innovation, competition, and productivity, available free of charge online at mckinsey.com/mgi.

Source: US Bureau of Labor Statistics; McKinsey Global Institute analvsis
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Big data challenges

ITechnology & infrastructure
New architectures, programming paradigms and techniques
Transfer the processing power to the data

Apache Hadoop/Spark ecosystem

IData management & analysis
New emphasys on “data”

m)p Data science




Data science

“Extracting meaning from very large quantities of data”

_ *‘i’
D.J. Patil coined the
word data scientist




The data science process

Observe, ) Apply ML,
Gather Process Stats

Raw Clean

Real Summarize,
World

Communicate,

Decide, Interact

Build
; Data
Product

AKA KDD process
Knowledge Discovery in Databases

Interpretation
- Evaluation
Data mining
Transformation

Preprocessing

Selection ==== ’

==== Knowledge
Patterns/

Models
- Transformed

= Preprocessed data
Target i
data

Generatior>\\ Acquisitio>\\ Storage>\\ Analysis

Politecnico
di Torino




Generation

Passive recording

Typically structured data

Bank trading transactions, shopping records, government sector archives
Active generation

Semistructured or unstructured data

User-generated content, e.g., social networks

Automatic production
Location-aware, context-dependent, highly mobile data
Sensor-based Internet-enabled devices (loT)

Generatior>\Acquisitio>\ Storage>\ Analysis




Acquisition

Collection

Pull-based, e.g., web crawler

Push-based, e.g., video surveillance, click stream
Transmission

Transfer to data center over high capacity links
Preprocessing

Integration, cleaning, redundancy elimination

Generation>>Acquisitio>\ Storage>\ Analysis




Storage

Storage infrastructure
Storage technology, e.g., HDD, SSD
Networking architecture, e.g., DAS, NAS, SAN
Data management

File systems (HDFS), key-value stores (Memcached), column-oriented
databases (Cassandra), document databases (MongoDB)

Programming models
Map reduce, stream processing, graph processing

Generatior>\Acquisitio>> Storage>\ Analysis




Analysis

Objectives
Descriptive analytics, predictive analytics, prescriptive analytics

Methods

Statistical analysis, machine learning and data mining, text mining,
network and graph data mining

Association analysis, classification and regression, clustering
Diverse domains call for customized techniques

Generation>\Acquisitio>\ Storage>> Analysis




Machine learning and data mining

— Non trivial extraction o

implicit # #
previously unknown
potentially useful

information from available data

JExtraction is automatic
performed by appropriate algorithms

JExtracted information is represented by means of
abstract models
denoted as pattern




Example: profiling

_IConsumer behavior in e-commerce sites
Selected products, requested information, ... amazon

ISearch engines and portals Google

_ yahoo/
Query keywords, searched topics and objects

JSocial network data @)

Profiles (Facebook, Instagram, ...)
Dynamic data: posts on blogs, FB, tweets X

JIMaps and georeferenced data 9

Localization, interesting locations for users B

FOURSQUARE

Google Maps




Example: profiling

—User/service profiling
Recommendation systems, advertisements

IMarket basket analysis

Correlated objects for cross selling
User registration, fidelity cards

IContext-aware data analysis

Integration of different dimensions
E.g., location, time of the day, user interest

JText mining
Brand reputation, sentiment analysis, topic trends




Example: biological data

Microarray
expression level of genes in a cellular tissue
various types (mRNA, DNA)

e
*0® voe
L]

PATENT shw013:  sh0B0: shq077: shx00%: shx0t4: sho082  shq083:  shx008:

Patient clinical records U0 ww s omo ome oa W e oAl
. MAGETHSGH A 23 14 o5 01 o 03 48
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Textual data in public collections
heterogeneous formats, different objectives
scientific literature (PUBMed)
ontologies (Gene Ontology)

PublfQed

[_

the Gene Ontology




Biological analysis objectives

IClinical analysis
detecting the causes of a pathology
monitoring the effect of a therapy

= diagnosis improvement and definition of new specific
therapies

IBio-discovery
gene network discovery

analysis of multifactorial genetic pathologies

JPharmacogenesis T
lab design of new drugs for genic therapies it




Knowledge Discovery Process

transformatlon

selection
/ preprocessing

data

selected ‘ / machine learning/data mining
data d B
Preprocesse interpretation
data ‘ p

transformed
data




Preprocessing

data cleaning
e reduces the effect of noise

e identifies or removes outliers
e solves inconsistencies

preprocessing

E%i data integration
‘ — e reconciles data extracted
selected E from different sources
data e integrates metadata

preprocessed e identifies and solves data
data value conflicts

e manages redundancy

Real world data is “dirty”

Without good quality data, no good quality
pattern




A word from practitioners

_JAt least 80-90% of their work involves not machine
learning, but

Working with experts to understand the domain, assumptions,
guestions

Trying to catalog and make sense of the data sources
Wrangling, extracting, and integrating the data
Cleaning the wrangled data

Content derived by material from the OpenDS4All project



Association rules

Objective
extraction of frequent correlations or pattern from a transactional
database g

baby needs
beers & wines

Tickets at a supermarket counter

TID | Items = Association rule
1 Bread, Coke, Milk

diapers = beer

= 2% of transactions contains
both items

Beer, Bread

Beer, Coke, Diapers, Milk

Beer, Bread, Diapers, Milk
Coke, Diapers, Milk = 30% of transactions containing
diapers also contain beer

|l |WI|N
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Association rules

Frequently Bought Together

Price For All Three: £9.00

Oxford

‘ Add all three to Basket ‘

Show availability and delivery details

>
¢/ This item: Paperback Oxford English Dictionary by Oxford Dictionaries Paperback £3.00
¢ Oxford Paperback Thesaurus by Oxford Dictionaries Paperback £3.00

¢ Oxford Essential French Dictionary by Oxford Dictionaries Paperback £3.00

) Powered by
2L Jobs You May Be Interested In ~ inked 3.
' Senior Data Analyst Job

Thomson Reuters - Bangalore, KA

Data Scientist/ Senior Data
Scientist
HeadHonchos.com - Bangalore - IN

- ) ' ‘ Hiring Computer Scientist
) e FRT R A (Java) for...

bR € S ';‘, k
: [’m "/F'-"MF;R“ e Adobe Adobe - Noida
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Classification

—. Objectives
prediction of a class label

definition of an interpretable model of a given phenomenon

training data

{ “ model I

unclassified data l’ classified data

B====




Classification
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Clustering

. Objectives

detecting groups of similar data objects

identifying exceptions and outliers




Clustering

. Objectives

detecting groups of similar data objects

identifying exceptions and outliers




Clustering

Human

A B

272 0 272

Logz Scale

7 g I~
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1 o - Cancer Cell
i 110 Xenograft

Cancer Cell
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Other data mining techniques

Sequence mining

ordering criteria on analyzed data are taken into account
example: motif detection in proteins

Time series and geospatial data
temporal and spatial information are considered
example: sensor network data

Regression
prediction of a continuous value
example: prediction of stock quotes

QOutlier detection "

example: intrusion detection in network traffic analysis »




The data science process

JIWhat question are you answering?
JIWhat is the right scope of the project?
JIWhat data will you use?

JIWhat technigues are you going to try?
JHow will you evaluate your result?

JIWhat maintenance will be required?

Content derived by material from the OpenDS4All project



The data science recipe

I Different ingredients needed

Data expert

Data processing, data structures
Data analyst

Data mining, statistics, machine learning
Visualization expert

Visual art design, storytelling skills
Domain expert

MATH
& STATISTICS

DOMAIN KNOWLEDGE COMMUNICATION
& SOFT SKILLS & VISUALIZATION

Provide understanding of the application domain =SS
Business expert

Data driven decisions, new business models

litecnico
Torino




Open issues

Social impact of analysis is very important
Interpretability and transparency of the analysis process

Bias in algorithms and data
Privacy preservation




Interpretability in machine learning
e ability to explain or to

present in understandable '
terms to a human” A

Trade-off Accuracy-Interpretability

Open the black box
Model explanation: global understanding of how a model works

Prediction explanation: local understanding of why a prediction
is made

Interpretable feature selection: incorporating interpretability-
based criteria into the model design




Interpretability

—.Learned decision rule in pneumonia patients dataset from USA hospital

history of asthma - lower chance of dying from pneumonia
IMD consider asthma as a serious risk factor for people who get pneumonia

JAnalysis
asthmatics probably notice earlier the symptoms of pneumonia
a healthcare professional is going to provide earlier pneumonia diagnosis
as high-risk patients, they’re going to get high-quality treatment sooner than other
people

» asthmatics actually have almost half the chance of dying of
non-asthmatics

JUsing a neural network, this model issue would never have been uncovered

Politecnico

di Torino




Algorithmic and data bias

. Task: predict likelihood of an individual committing a future crime
Risk scores used by US criminal justice system

IScores computed from
Questions answered by the defendants

Information pulled by criminal records

JRace was not among the questions
... however other items may be correlated (e.g., poverty, joblessness)

Software product flagged black defendants as future criminals more
frequently than white defendants

» Training data was biased by a larger black defendant population




Privacy

EB @ Mark 4 News Sport = Weather iPlayer TV Ra

Strava felease

UK |o\Norld - Pusiest o Dolitss | Tess | €lente . draltt | Tamly 2 Cducation

Technology

Fitness app Strava lights up staff at
2 g Military bases
- C 2018 L ® [ < Share

Subscribe Findajob Signin Search

Culture Lifestyle ‘More v

)pe US Americas Asia Australia Middle East Africa Inequality Cities Global development

Fitness tracking app Strava gives away
location of secret US army bases

The movements of soldiers within Bagram air base - the largest US military facility in Afghanistan

Data about exercise routes shared online by soldiers can be used to
pinpoint overseas facilities Security concerns have been raised after a fitness tracking firm showed the

Latest: Strava suggests military users ‘opt out’ of heatmap as row exercise routes of militarv personnel in bases around the world.

deepens
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Open issues

ISocial impact of analysis is very important

Interpretability and transparency of the analysis process
Privacy preservation

JIMany technical issues are not solved

Scalability to huge data volumes

Data dimensionality

Complex data structures, heterogeneous data formats
Data quality

Streaming data




